1.1

Cybersecurity Requirements

SUBCONTRACTOR REQUIREMENTS

The Subcontractor shall not be headquartered in any country listed as sensitive by the
DOE. The provided solution, including all software and hardware components, must not
originate from any country on the DOE list of sensitive countries.

The Subcontractor shall notify the Buyer within 24 hours of any discovered critical
vulnerabilities that could allow unauthorized access to industrial control systems
provided.

The Subcontractor shall provide the Buyer with cybersecurity vulnerability remediation
for purchased solution’s software and firmware. Vulnerability remediation patching files
and instructions shall be provided via a method agreed to by the Buyer.

The Subcontractor shall provide Buyer with a system logical diagram of the solution
depicting system hardware and software components and connection pathways.

The Subcontractor accepts that they have no right to share any system technical data
configured for the Buyer without written permission from the Buyer.

The Subcontractor shall collaborate and cooperate in any Buyer or government inspection
or audit for as long as the Buyer uses the Supplier’s service and shall not obstruct any
inspection or audit and shall be fully transparent in all work processes and business
conduct as it relates to storage of government owned date.

The Subcontractor shall perform system hardening to meet the principle of least privilege
as defined in the Solution Requirements section and furnish required articles if requested
from the Buyer attesting to the completion of said activities.

The Subcontractor shall provide the Buyer with the following information as applicable
for each hardware and software system component of the solution:

1.1.8.1 Full Product Name

1.1.8.2 Product Model

1.1.8.3 Firmware or Software Name and Version Number

1.1.8.4 Product Webpage

1.1.8.5 Wireless Functionality and Frequency (Example: WiFi, Radio)

1.1.8.6 Wireless Security Protocols Included (Example: WPA3)

1.1.8.7 System Communication (Example: connected via ethernet to workstation)
1.1.8.8 Encryption Standard Used for System Data (Example: AES-256)

1.1.8.9 List Camera Capabilities
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1.1.8.10 List Artificial Intelligence Capabilities
1.1.8.11 List Location Tracking Capabilities (Example: GPS, GLONASS)
1.1.8.12 Manufacturer Identification and Country of Origin

1.1.8.13 Intermediary Vendor Identification (Party Between Manufacturer and
Subcontractor)

1.2 SOLUTION REQUIREMENTS

1.2.1 Solutions shall not allow remote access to any component of the solution outside of local
physical components (i.e., device controlled by human machine interface via closed
network solution).

1.2.2  No solution system or user data shall be recorded or stored by the Subcontractor unless
specifically authorized by the Buyer.

1.2.3 Communication pathways and media components of the solution shall be encrypted to a
standard agreed to by the Buyer.

1.2.4 Wireless Components:

1.2.4.1 If Buyer determines that component may wirelessly transmit or receive the
following information types: Official Use Only, Personally Identifiable
Information, Command and control (C&C) of mission processes:

1.2.4.1.1 Solution must encrypt transmission with Advanced Encryption
Standard (AES) 128-bit encryption or cryptographically stronger
algorithm.

1.2.4.1.2 Solution must use encryption keys with a 16-character complex
(numbers, upper & lowercase letters, symbols) passphrase or key of
equivalent cryptographic strength of authentication.

1.2.4.2 1f Buyer determines that component will not wirelessly transmit or receive the
following information types: Official Use Only, Personally Identifiable
Information, Command and control (C&C) of mission processes the Buyer may
waive the encryption requirement provided:

1.2.4.3 Solution has a specified distance limitation such that other systems cannot
intercept.

1.2.4.4 Solution uses attenuators to limit transmission distance.
1.2.5 System Hardening:

1.2.5.1 The Subcontractor shall document the functions, ports, protocols, and services
required for digital assets within the solution to meet functional requirements.
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1.2.5.2 The Subcontractor shall remove and/or disable all software components that are
not required for the operation and maintenance of the assets that are furnished to
the government to meet design and mission functions. The software to be
removed shall include, but not be limited to:

1.2.5.2.1

1.2.5.2.2

1.2.52.3

1.2.5.2.4

1.2.5.2.5

1.2.5.2.6

Games

Unnecessary device drivers

Internet services

Geolocation services

Unused networking and communication protocols

Unused administrative utilities, diagnostics, network management,

and system management functions

1.2.5.2.7 Backups of files, databases, and programs used only during system
development

1.2.5.2.8 Backups of files, databases, and programs used only during system
development

1.2.5.2.9 Unused productivity software (Microsoft Office, Adobe Acrobat,
etc.)

1.2.5.3 The Subcontractor will justify the use of the following target rich ports and
protocols and only include in the solution if agreed to by the Buyer:

1.2.5.3.1

1.2.53.2

1.2.5.3.3

1.2.53.4

1.2.5.3.5

1.2.53.6

1.2.5.3.7

1.2.5.3.8

1.2.53.9

1.2.5.3.10

SSH (22/TCP)

Telnet (23/TCP)

FTP (21/TCP)

HTTPS (443/TCP)

HTTP (80/TCP)
NetBIOS/SMB/Samba (139, 445/TCP)
LDAP (389/TCP)

Kerberos (88/TCP)

RDP (3389/TCP); MSSQL (1433/TCP)

Oracle (1521/TCP)
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1.2.5.3.11

1.2.5.3.12

1.2.5.3.13

1.2.5.3.14

1.2.5.3.15

1.2.5.3.16

1.2.5.3.17

1.2.5.3.18

1.2.5.3.19

1.2.5.3.20

1.2.53.21

1.2.5.3.22

1.2.5.3.23
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MYSQL (3306/TCP)

VNC (5900/TCP)

Modbus (502/TCP)

BACnet/IP (UDP/47808)

DNP3 (TCP/20000, UDP/20000)

EtherCAT (UDP/34980)

Ethernet/IP (TCP/44818, UDP/2222, UDP/44818)
FL-net (UDP/55000 to 55003)

Foundation Fieldbus HSE (TCP/1089 to 1091, UDP/1089 to 1091)
ICCP (TCP/102)

OPC UA (Vendor Application Specific)
SIEMENS S7comm (TCP/102)

PROFINET (TCP/34962 to 34964, UDP/34962 to 34964);

1.2.6  Account and Password Management:

1.2.6.1 All human machine interfaces must require passwords of a minimum length of
16 characters or via physical token and pin prior to the solution authorizing a
user login or execution of privileged function. The buyer must accept all
components that allow for user login or privileged function without
authentication.

1.2.6.2 The Subcontractor shall change default passwords of all furnished digital assets
prior to Buyer acceptance.

1.2.6.3 The solution must allow for password complexity of 16 characters including
spaces and special characters.

1.2.6.4 The solution must obscure passwords during the authentication process.
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